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CHAPTER
TWO

DOCUMENT PURPOSE

This document provides instructions for installing, configuring and using Zabbix monitoring plugin for Fuel.




CHAPTER
THREE

KEY TERMS, ACRONYMS AND ABBREVIATIONS

Zabbix An enterprise open source monitoring solution for networks and applications. It is designed to monitor and
track the status of various network services, servers, and other network hardware.

VIP Virtual IP Address.




CHAPTER
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GUIDE TO THE ZABBIX PLUGIN EXTENSION FOR FUEL

This plugin extends Mirantis OpenStack functionality by adding Zabbix monitoring system. It installs Zabbix server,
frontend and agent components. The plugin configures Zabbix by adding templates to monitor nodes and OpenStack
services and APIs.

4.1 Requirements

Requirement | Version/Comment
Fuel 7.0, 8.0,9.0,9.1 and 9.2

4.2 Operational limitations

* If a base-os role node is deployed within the environment, the plugin installation may fail because the manage-
ment network is not configured (see bug 1515956).

* Prior to version 2.5.0, the plugin requires access to distribution repository, external or local mirror, in order to
download necessary packages for proper installation. Since plugin version 2.5.0, the fuel-createmirror command
is supported.

* If you remove some nodes after initial deployments, their related informations will not be removed from the
Zabbix collected metrics and you will have to remove these manually from the Zabbix UL

* MySQL database is common with other OpenStack services (see 1531834) This has a potential high impact on
the disk sizing for /var/lib/mysql even though the biggest set of data has been cut down drastically.

e Zabbix server service is located on one of the controller nodes therefore and in the exact same manner than
1531834 can impact disk space, this can have a significant CPU and/or memory usage on controller nodes for
large deployment.



https://bugs.launchpad.net/fuel-plugins/+bug/1515956
https://bugs.launchpad.net/fuel-plugins/+bug/1531834
https://bugs.launchpad.net/fuel-plugins/+bug/1531834
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252

2.5.1

2.5.0

RELEASE NOTES / CHANGELOG

Compatibility with MOS 7.0, 8.0, 9.0, 9.1 and 9.2
VIP becomes unavailable after its Controller reboot if Zabbix with OVS bridges are used (bug 1644821)
Error when deploying on MOS 9.0 env with modified hostnames (bug 1633701)

Compatibility with MOS 7.0, 8.0, 9.0 and 9.1

Compatibility with MOS 8.0

Service “zabbix_server” was restarted after executing of task “upload_core_repos” (bug 1529642)
Monitoring of HAProxy vips doesn’t work when the backend name contains dots (bug 1525713)
Zabbix plugin should provide zabbix_get command (bug 1525924)

Fail to deploy with base-os or virt roles (bug 1515956)

Enhance Ceph monitoring

Zabbix configuration tuning for server and agents

Add MySQL cluster metrics (wsrep global variables)

Embed all package dependencies (bug 1483983)

Fix HAproxy configuration behind the Zabbix VIP (bug 1510115)

Reduced set of HA proxy gathered data to be in sync with LMA (bug 1531834 + see LM A metrics)
Compatibility with MOS 7.0 (follow up)

Fix NTP monitoring on controller nodes (bug 1513454)

Monitor cinder-volume process (instead of the Pacemaker resource which has been removed)

Fix trigger for Neutron DHCP/L3 agents (these agents run now on all controllers)

Fix Swift container TCP check (bug 1517472)

New process checks
— nova-conductor
— NOVa-novncproxy

Generate documentation with Sphinx



https://bugs.launchpad.net/fuel-plugins/+bug/1644821
https://bugs.launchpad.net/fuel-plugins/+bug/1633701
https://bugs.launchpad.net/fuel-plugins/+bug/1529642
https://bugs.launchpad.net/fuel-plugins/+bug/1525713
https://bugs.launchpad.net/fuel-plugins/+bug/1525924
https://bugs.launchpad.net/fuel-plugins/+bug/1515956
https://bugs.launchpad.net/fuel/7.0.x/+bug/1483983
https://bugs.launchpad.net/fuel/+bug/1510115
https://bugs.launchpad.net/fuel-plugins/+bug/1531834
http://fuel-plugin-lma-collector.readthedocs.org/en/latest/appendix_metrics.html#haproxy
https://bugs.launchpad.net/fuel-plugins/+bug/1513454
https://bugs.launchpad.net/fuel/+bug/1517472
http://sphinx-doc.org/
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Allow deployment without Horizon (bug 1517005)

Skip zabbix agent installation when node has either ‘base-os’ or ‘virt’ role (bug 1515956)

Fix HA issue when scaling down/up a controller (bug 1506767)
Compatibility with MOS 7.0

Disable user Guest in zabbix

Use HTTPS Zabbix Ul

Use dedicated VIP for Zabbix server

This is the first release of the plugin.



https://bugs.launchpad.net/fuel/+bug/1517005
https://bugs.launchpad.net/fuel-plugins/+bug/1515956
https://bugs.launchpad.net/fuel-plugins/+bug/1506767

CHAPTER
SIX

LIMITATIONS

* The plugin only supports neutron when specifying network settings. Old legacy mode (nova-network) is not
supported

* If a base-os role node is deployed within the environment, the plugin installation may fail because the manage-
ment network is not configured (see bug 1515956).

* Prior to version 2.5.0, the plugin requires access to distribution repository, external or local mirror, in order
to download necessary packages for proper installation. Since plugin version 2.5.0, the fuel-mirror (formerly
fuel-createmirror) command is supported.

6.1 Reduced footprint

The Zabbix plugin does not support reduced footprint deployment for Fuel 7.0 and Fuel 8.0. LP1610217

The Zabbix plugin version 2.5.2 supports the reduced footprint deployment starting with Fuel 9.x only. To deploy a
corresponding OpenStack environment:

1. Enable the reduced footprint feature and deploy all virt nodes without enabling the Zabbix plugin in the Fuel
web UL

2. Once the virt nodes are successfully deployed, enable the Zabbix plugin in the Fuel web UL

3. Deploy your OpenStack environment as usual (controller, compute, and other nodes as required).



https://bugs.launchpad.net/fuel-plugins/+bug/1515956
https://bugs.launchpad.net/fuel/+bug/1610217
https://docs.mirantis.com/openstack/fuel/fuel-master/operations/reduced-footprint-ops.html

CHAPTER
SEVEN

INSTALLATION GUIDE

7.1 Zabbix plugin installation

To install Zabbix plugin, follow these steps:
1. Download the plugin from the Fuel Plugins Catalog.

2. Copy the plugin from your local machine to a previously deployed Fuel Master node using SSH. If you do not
have the Fuel Master node yet, see Quick Start Guide:

# scp zabbix_monitoring—-2.5-2.5.2-1.noarch.rpm root@<Fuel_Master_ IP>:/tmp

3. Log into the Fuel Master node. Install the plugin:

# cd /tmp
# fuel plugins --install zabbix monitoring-2.5-2.5.2-1.noarch.rpm

4. Check if the plugin was installed successfully:

# fuel plugins
id | name | version | package_version

- - |-
1 | zabbix_monitoring | 2.5.2 | 3.0.0

7.2 Zabbix plugin removal

To uninstall Zabbix plugin, follow these steps:
1. Delete all environments in which Zabbix plugin has been enabled.

2. Uninstall the plugin:

# fuel plugins --remove zabbix_monitoring==2.5.2

3. Check if the plugin was uninstalled successfully:

# fuel plugins
id | name | version | package_version

You can still have other plugins listed here but not zabbix_monitoring



https://www.mirantis.com/products/openstack-drivers-and-plugins/fuel-plugins/
https://software.mirantis.com/quick-start/
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8.1

8.2

8.3

1.

USER GUIDE

Important preliminary notes

It is highly recommended to do a network verification check prior to any deployment.
This plugin version only supports Ubuntu OS type.

You can also choose any supervisor and/or also change the networking configuration according to your needs
but you can not use the old legacy networking mode (nova-network) as this is not supported.

Please note however that the Zabbix server will be located on the controller nodes and that the MySQL database
which Zabbix will use is common to all other OpenStack components. This might have a very important impact
on CPU and/or memory usage on controller nodes as well as disk space consumption in /var/lib/mysql due to
the fact that Zabbix is gathering quite an important number of metrics and quite frequently (see known problems
hereafter).

If you want Zabbix to operate in HA mode, you need to select several nodes as controllers so that the deployment
automatically enables Zabbix high-availability.

Known problems

If a base-os role node is deployed within the environment, the plugin installation may fail because the manage-
ment network is not configured (see bug 1515956).

If you remove some nodes after initial deployments, their related informations will not be removed from the
Zabbix collected metrics and you will have to remove these manually from the Zabbix UL

MySQL database is common with other OpenStack services (see 1531834) This has a potential high impact on
the disk sizing for /var/lib/mysql even though the biggest set of data has been cut down drastically.

Zabbix server service is located on one of the controller nodes therefore and in the exact same manner than
1531834 can impact disk space, this can have a significant CPU and/or memory usage on controller nodes for
large deployment.

Error when deploying on MOS 9.0 env with modified hostnames (see bug 1633701).

Environment configuration

Create an environment.

For more information about environment creation, see Create a new OpenStack environment in Mirantis Open-
Stack User Guide.



https://bugs.launchpad.net/fuel-plugins/+bug/1515956
https://bugs.launchpad.net/fuel-plugins/+bug/1531834
https://bugs.launchpad.net/fuel-plugins/+bug/1531834
https://bugs.launchpad.net/fuel/+bug/1633701
http://docs.mirantis.com/openstack/fuel/fuel-7.0/user-guide.html#create-a-new-openstack-environment
http://docs.mirantis.com/openstack/fuel/fuel-7.0/user-guide.html#create-a-new-openstack-environment
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2.
3,
4.

8.4

Choose in Environments an environment for which you want to run Zabbix plugin.
Open Settings tab and scroll the page down. On the left select Zabbix for Fuel.

Set credentials for Zabbix for Fuel:

LX) = (]
& 8 i o] = A
Dashboard Nodes Networks Settings Logs Health Check
OpenStack Settings
Access Zabbix for Fuel
Additional
Components username Username for Zabbix Administrator
Common
password [ Password for Zabbix Administrator
Kernel
parameters
database password [ Password for Zabbix Database
Neutron
Advanced
Configuration monitoring password ® | Password for Zabbix Monitoring user

Repositories
Syslog

Public network
assignment

Storage

Zabbix for Fuel

Host OS DNS
Servers

Host OS NTP
Servers

You could see default passwords by clicking on the eye icon.

It is highly recommended to change default passwords for Zabbix Administrator, Zabbix Database and Moni-
toring user.

User ‘monitoring” will be added in Openstack for zabbix API checks.
Adjust other environment settings to your requirements and deploy the environment.
For more information, see Deploy changes in Mirantis OpenStack User Guide.

If you are using Fuel network-template you should add new roles mapping named ‘zabbix’. Here is a sample:

network_scheme:
mgmt :
endpoints:
- br-mgmt
roles:
zabbix: br-mgmt

For details see Using Networking Templates.

Zabbix frontend Ul

. After successful deployment you will see a green notification: “Deployment of environment ‘test’ is done.

Access the OpenStack dashboard (Horizon) at http://172.16.0.2/”.
In this example, 172.16.0.2 is a VIP address (see troubleshooting section to see how to get this IP address).
Zabbix Ul will be available at http://172.16.0.2/zabbix (at http://<VIP>/zabbix in general).

After opening this address in a browser, you should see Zabbix login page:

8.4. Zabbix frontend Ul 10



http://docs.mirantis.com/openstack/fuel/fuel-7.0/user-guide.html#deploy-changes
https://docs.mirantis.com/openstack/fuel/fuel-7.0/operations.html#using-networking-templates
http://172.16.0.2/
http://172.16.0.2/zabbix
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ZA B B I x usemame [

Remember me for 30 days

BN iounascuest

Zabbix 2.4.4 Copyright 2001-2015 by Zabbix SIA

2. Now log into Zabbix with the credentials set provided on the Settings tab of the Fuel web UI (see step 2 in the
Environment configuration section).

After logging into Zabbix, you will see the Zabbix Dashboard page:

Monitoring Inventory Reports Configuration Administration

Overview Web Latestdata Triggers Events Graphs Screens Maps Discovery IT services
History: Dashboard » Status of triggers » Configuration of templates » Configuration of applications » Configuration of items

PERSONAL DASHBOARD

Favourite graphs EA] ||| status of zabbix

=
2

No graphs added Parameter Value Details
Zabbix server is running Yes 192.168.0.1: 10051
Number of hests (enabled/disabled/templates) a8 470744
Favourite screens i8]
—==H| | Number of items (enabled/disabled/not supported) 406 381/12/13
1o sereens saded Number of triggers (enabled/disabled [problem/ok]) 227 224/ 3[5/ 219]

LR | | Wumber of users (oniine)

i 15[/ || Reauired server performance, new values per second 9,19
Updated: 13:07:54
No maps added

~

1

EE
Host group  Disaster High  Average Warning Not
Computes o o o o 0 0
Controllers 0 - o 4 o o
MenagedBvPuopet 0 e 4 0 0
Host status ==
Host group  Without problems With problems Total
Computes 1 0 1
Controllers o

Updated: 13:07:54

Last 20 issues EA]
Host Issue Last change Age Info Ack Actions
node-14.domain.tid Processor load is too high on node-14.domain.tid 2015-03-24 13:02:23 5m 325 No
node-13.domain.tid Processor oad is too high on node-13.domain.tid 2015-03-24 12:21:58 45m 575 No
node-13.domain.tid Lack of free swap space on node-13.domain.Hd 2015-03-24 11:46:11 1h 21m 44s No
node- 13.domain.tid _ 2015-03-24 11:37:02 1h 30m 535 No
node-14.domain.td Lack of free swap space on node-14.domain.Hd 2015-03-13 14:09:35 10d 22h 58m No

5 of 5 issues are shown
Updated: 13:07:55

Web monitoring

No web scenarios found.

Updated: 13:07:54

3. The Zabbix Dashboard page provides information on running processes and their state.
If all processes are running successfully in the environment, you should see only green color.
To demonstrate that monitoring is working properly, the Nova Scheduler process had been turned off.

You can notice that Zabbix detected the halted process and provided the problem description: Nova Scheduler
process is not running on node-13.domain.tld.

When you go to Monitoring->Screens page, you will see the OpenStack Cluster screen:

8.4. Zabbix frontend Ul 11
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ZABBIX e | ot suppr | e | e | oget

History: Dasnbeard » Confguraton ofhost groups » Dashbeard » Gustam screens
SCREENS

Openstack Cluster

E-m: Th 203 8h 120 1924 140 imamSm A

OpenstackCluster: Cluster CPU Load (1h) Time Host Description Value Severity

20 2015-03-24 129021 node-19.daman 2t rocessoroad ' o0 hah o node- 19 doman iy Fromem wamng

o wamng

20150324 1227133 o warmng

sromen warmng

¥ 2015:03.24 122221 node-19.daman.td rocessor oad 1 o0 hgh o node-14.doman iy smosen warng

2 2 20150324 122330 smosen warning

2 2 2015.03.20 12:20187 o warnng

last min  avg  max 150320 1233 13 doman. Pracenso o o0 hgh on nade)3 doman iy mosem warnn

W Aggregated Controllers 1 minutes load  [avg] 121 362 1479 2288 Ri03:21 2271037 jnodert3 demen ) .

B Aggregated Controllers 5 minutes load  [avg] 1087 664 1411 1945 2015-03-20 12:18:59. node-13 daman 2 processor o  too g on 13 doman td o g
B Aggregated Controllers 15 minutes load [avg] 1002 971 1499 1972

o g

OpenstackCluster: CPUs in Cluster (1) OpenstackCluster: RAM in Cluster (1h)

13 O 0 0

2403
2603

last min avg max last  min  avg  max
M Number of used CPUsincluster [avg) © 0 0 0 W Total amount of RAM in cluster  [avg) 15K 15K 15K 15K
B Total number of PUs in cluster  [avgl 1 1 1 1 0 Used RAM in cluster gl o0 o o o
OpenstackCluster: Number of instances (1h) OpenstackCluster: Openstack Offline Services (1h)
15 15
10 10
0s 0s

2031202,

last min avg max last g ma
W Number of instances fag) 0 0 0 o0 M Number of Cinder services inofffnestate favg] 0 0 O 0
B Number of nstances inerrorstate [avg] ©0 0 0 0 B Number of Nova services inoffine state  lavg] 0 0 0 0
‘Zabbix 2.4 Copyright 2001-2015 by Zabbix SIA connacted a5 ‘admin”

Sereans  Maps  Discovery | IT services

History: Dashbaard » Configuration of host groups » Dashboard » Custom screens

Openstack Cluster

Time Host

2015-03-24 12:40:21 node-14.domain.tkd
2015-03-24 12:39:21 node-14.domain.td
2015-03-24 12:27:53 node-15.domain.tid

2015-03-24 12:26:53 node-15.domain.tid

2015-03-24 12:22:21 node-14.domain.tid

S $£825A%288535%82 23283883883 8A%88¢% ¢
q AA35553888989393894939499993999383 &
: L2 ’; 2015-03-24 12:21:58 node-13.domain tid
< =
R & 2015-03-24 12:20:57 node-13.domain.tid
§ last  min  avg  max i 2015-03-24 12:19:57 node-13.domain tid
M Aggregated Controllers 1 minutes load  [avgl 121 362 1479 2288 &
[l Aggregated Controllers 5 minutes load  [avg]l 1087 664 1411 1946 2015-03-24 12:18:59 node-13.domain.tid

M Aggregated Controllers 15 minutes load  [avgl 1002 971 1499 1972

2015-03-2¢ 12:18:21 node-14.domain.td

On this screen you have general statistics and graphs presenting resources usage in OpenStack environment.

There is also a list of last 10 events recorded by Zabbix.

8.4.1 Pages

Below there are a few screenshots from Zabbix configuration pages to show how it should look after a successful
environment deployment. Zabbix UI provides several pages placed under Configuration tab.

Host groups page

This page has a list of host groups with their members. There are separate groups for Controllers and Computes. These
groups are used to join nodes with the same role in OpenStack environment. There is also ManagedByPuppet group
which contains all OpenStack nodes. Remaining host groups are created by default in Zabbix. For more information
and instructions, see 6.1 Hosts and host groups chapter in the official Zabbix Documentation.

8.4. Zabbix frontend Ul 12
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Hap | Get support | prin | profe | Logout

'CONFIGURATION OF HOST GROUPS.
Host groups
oxlayng 1t07 ot 7 fount
T omame t ¢ 1010
O copue | EmESO)
e Hosts (1)
O ooy | EmEs©
s 2)
O sy EHESO)
Hosts (0)
il Temptes @) _
S o)
Tomabtes (1
[0 oot mooncers @ rempiste sop Haproxy
s (0)
5 Temsbtes 0)
ots o)
Template App. pute, Template App Openstack Open vSwitch, Template App. OSAPI check, Template App 1Stack bt Template App. heck, Template App. Template App Memcache, Template App [ptables Stats, Template App ‘Template App Openstack
== per—— ec2, Tempiste A bt Temobte Az Tempte Tempiae xop PrpE— PR —— ee— At chck,
O e SISO Tempiste xop wetatts, Tempbte Azp. Tempste sop Template A Z3bbs Server, Templte Aop Opensizc St Contanr Tempte Ao Tempnte op mysor.
F=5E) Template App. tad: Template App. Template App. Template App.

‘Temate Ao HAFror, Templat

e, Templste App Openstack RabbEMO, Templse A S Agent, Temolate 200 O

‘Zabiix 2.4.4 Copyright 20012015 by Zabbix STA ‘connected as ‘admin’

Hosts page

This page contains a list of all monitored OpenStack nodes and, additionally one OpenStackCluster virtual host which
represents OpenStack API. There are also lists of linked monitoring templates to particular hosts. During installation,
the plugin detects which services have been installed on a particular node and links appropriate templates to the node
to enable monitoring for those services. There is an Zabbix agent availability report in the last column. When ‘Z’ icon
is green, the Zabbix agent on this node is running and available.

ZABBIX el | et supert | et | | Lot

'CONFIGURATION OF HOSTS [ import |

Hosts i E—

oepem 110 88

' Name * Applications  Ttems Triggers. Graphs  Discovery Web Interface Templates Status  Availability
— S R R — —

heck, Temobte A0 OrcP Aqent, Template 200 13 Agent, Template 200 o ‘Tomplate 200 Server, Tempate 200 ‘Tomplate 200

) node-13.domain.tid Applcations (46) Items (165) Triagers (103) Graphs (20) Discovery (4) Web (0) 192.168.0.2: 10050

EC2, Template App. OSAPI, Template App. 0SAPI check, Template App OpenStack Nova Cert, Template App Template App Openstack Nova S« Template App. o EDOD

Ieneie Ao ook s ceout, Tt Ao ok S Cntans, Tt Ao s tack b, Tt A Constack St o, et A Zab e, Temoie Ao Teneiterus

“emtte s memcach,Tenpltenp oo P T

s,

o A1 chcs, et s onc e, e e = T
) note 14 doman 4 Agplatons (4) tams (172 Tagrs (102) cragh (53) Dy (4 Web (o) 193.168.03: 10050 = = ek e, T A0y GEIE

" e e e

osuns

) nste15doman 4 Aoslatons () Items (53) Tomomrs (an) Sraehs () DSy (4) eh (0) 152:168.04: 10050 Temlte Ao e e remtte s remptte s s, Templtesop o s eoaoee. HEOD
) cpmstmicuster  sopications () items (17) Tiagers () ragh () Dy (0 Meb (0) 192.168.0.: 1009 Tt cpsnstack cstr et AODD

‘Zabiix 2.4.4 Copyright 2001-2015 by Zabbix STA

ZABBIX

Monitoring Inventory Reports Configuration Administration
Hostgroups Templates iiosts  Maintemance Actions Screens  slide shows Maps  Discovery  IT services

History: Dashboard » Custom screens » Dashboard » Configuration of host groups » Configuration of templates
CONFIGURATION OF HOSTS

Hosts
Displaying 1 to 4 of 4 found

(] m@' Applications  Items Triggers Graphs Discovery Web Interface

[ node-13.domain.tid Applications (46) 1tems (165) Iriqgers (103} Graphs (20) Discovery (4) web (0) 192.168.0.2: 10050

| node-1s.domain.tid Applications (46) 1tems (171) Iriqgers (103) Graphs (23) Discovery (4) web (0) 192.168.0.3: 10050

[ node-15.domain.tid Applications (20) Items (53) Triqgers (28) Graphs (7) Discavery (4) Web (D) 192.168.0.4: 10050

[ openstackciuster  Apolications (1) Items (17) Irgers (S} Grashs (5) Discovery (0) Weh (0) 192.168.0.1: 10048

Zabbix 2.4.4 Copyrig|

Templates page

This page contains a list of all monitoring templates and list of hosts to which they are linked. A monitoring template
is a way to group items, graphs and thresholds which monitor a particular resource type, for example an OpenStack
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service like Nova Compute. For more information and instructions, see 6.6 Templates chapter in the official Zabbix
Documentation.

Hostgroups Terplates  Hosts  Malntenance Actions Screens  Shdeshows Maps  Discowery T services
History: Confguration of discovery nuies w Host imventory # Host inventory overvisw » Configuration of host groups » Configuration of maintenanos periods

CONFIGURATION OF TEMPLATES

Templates
Despiaying L to 44 of 44 kund

| Templates * Applications. Ttems Trippers. Graphs

[ sermpiste asn saproy Appwctions {3) tems (@) Tiggers (0) Graphs (0}
m| 1 Stars Amctions (1) Items (8) Tiggers (1) G (2)
[ zemtste Ano Hememe Asications [1) Items {22 Trigoers (2) Geagite [10)
’:I Temgiste App MySQL Apptoetions (1) Ivems {14} Triggers {1} Grephz {2}
[ semmste 4 Onenstas: cosamater Anoacations [1) Items {5y Togpecs iy Grante g0y
’:I Tomgiste Celometer Commee Applications (1) Tbems {1} Triggers {1} Graghs {0}
[ memmste aon Openstacs cinser a51 Appecstions {1} Ihems (23 Tugges (2} Grag £y
[ semiste an Openstacs cinder 71 cneck Appecetions {1} Imems (1) Tggers (1) Gompms 4y
[T semmste 400 Openstac Cinder Soecer Acacations {1) Items (1) Tgoers (1) Grapme {0y
] smoste aop openstac: Comger vomme Appmcations {1) Items (2) Tigoers (1) Geaptes g0y
) semomete aop Openstac: Ganee F1 Appcations (1) Iems (2) Tiggers (2) Grps (0

You can add an additional items (checks), create triggers and events via Zabbix UI. For more information and instruc-
tions, see 6.2 Items, 6.3 Triggers and 6.4 Events chapters in the official Zabbix Documentation.

By default, there are no notifications configured, but you can add them into the Zabbix UI. For more information and
instructions, see 6.7 Notifications upon events chapter in the official Zabbix Documentation.

8.5 Ceph

When Ceph is deployed the plugin configures:
* A check on the general health of the cluster as reported by the command ceph health (version 1.0.0)

* A Screen ‘Ceph’ providing an overview of the cluster with the following metrics (version 2.5.0):

8.5. Ceph 14
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CephCluster: PG number vs Object number (3h)

lsst min  avg  max
M Ceph objects_count  [avg] 5 5 B8 5
B Ceph pool_count [aval 7 7 7 7

05.1116:49

CephCluster: Storage capacity (3h)
06

4006

006

last min avg

I Ceph pool_total bytes free  [avgl 507796 50779G 50779G  S07.79 G
M Ceph pool total bytes total  [avg] 529626 529626 529.62G 529.626G
M Ceph pool total bytes used  [avg]  21.84G  21.83G  21.83G 21846

max

CephCluster: OSD breakdown by state (3h)

last min  avg max
B Ceph osd_count_down [awg] 10 10 10 10

B Ceph osd_count_in [ava) 10 10 10 10
M Ceph osd_count_out [awg) 10 10 1o 10
B Ceph osd_count_up [avg] 10 10 10 10

CephCluster: PG breakdown by state (3h)

B Ceph pg_count avgl 448 448 448 448
Bl Ceph pg_state_count_active avgl 448 448 448 M8
B Ceph pg_state_count_backfill 2v ] o 0 o
B Ceph pg_state_count_backfilltoofull  [ava] o o o0 0
M Ceph pg_state_count_clean avgl 448 448 M8 M8
£l Ceph pg_state_count creating 2v ] o o o0 o
£ Ceph pg_state_count_degraded 2v ] o 0o o0 0

Ceph pg_state_count_down av ) o 0 0 0

Ceph pg_state_count_incompl ete 2v ] o 0o o0 o

Ceph pg_state_count_inconsistent  [avg] o 0o o0 0

Ceph pg_state_count_pesred v gl o 0 0 0

Ceph pg_state_count_pesring 2v ] o 0o o0 o

Ceph pg_state_count_recovering 2v ) o 0o o0 0
H Ceph pg_state_count_remapped v gl o 0 0 0
Il Ceph pg_state_count_repair 2v ] o 0o o0 0
B Ceph pg_state_count replay av ) o 0o o0 0
M Ceph pg_state_count_scrubbing avg] ] 0 0 ]
Bl Ceph pg_state_count_splitting 2v ] o o o0 0
I Ceph pg_state_count_stale avgl 448 448 448 448
[ Ceph pg_state_count_undersized avg] ] 0 0 ]
£ ceph pg_state_count_waitbackfill 2v gl o 0o o0 o

e Zabbix is configured to verify that all Ceph processes are running (version 2.5.0):

— ceph-osd

— ceph-mon (on controller nodes)

* A Host ‘CephCluster’ is configured where are attached all cluster metrics (version 2.5.0):

monitor_count

quorum_count

pg_bytes_used

pg_bytes_free

pg_bytes_total

pg_data_bytes

pg_count

pg_state_count_backfill

pg_state_count_repair

— pg_state_count_creating

— pg_state_count_recovering
- pg_state_count_peered

— pg_state_count_incomplete
— pg_state_count_peering

— pg_state_count_splitting

— pg_state_count_waitbackfill
— pg_state_count_down

— pg_state_count_backfilltoofull

Metrics collected for the cluster (version 2.5.0):

8.5. Ceph
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— pg_state_count_remapped
— pg_state_count_replay

— pg_state_count_inconsistent
- pg_state_count_clean

— pg_state_count_active

— pg_state_count_undersized
— pg_state_count_degraded
— pg_state_count_stale

— pg_state_count_scrubbing
— objects_count

— pool_count

— pool_total_bytes_used

— pool_total_bytes_free

— pool_total_bytes_total

— pool_total_percent_used
— pool_total_percent_free

— osd_count_up

— osd_count_down

— osd_count_in

— osd_count_out

— Triggers configured (version 2.5.0):
— An alert is triggered when Zabbix fail to collect Ceph cluster metrics

— An alert is triggered when the cluster free capacity is under 10%

« Hostlist Host: CephCluster  Enabled I:":H:‘ Applications (1) [tems (39) Triggers (2) Graphs (4) Discovery rules (0) Web scenarios (0)
Severity Name Expression Status
Warning Clugter: Cannol ratneve Ceph matnes form (HOST.NAME1} node wbe coph last)}<=0 Enabled
Warning 1 Cluster: Caph free capacity is low (< 10%&) {CephCluster.pool total parcent free last}<10 Enabled

8.6 MySQL

The following metrics are retrieved for each MySQL server (generally running on controller nodes):

8.6. MySQL
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« Template st Template: Template App MySQL ~ Appications (1)

Wizard

Name *

MySOL hegin 0perations per second
MySQL byles receved persecond
MySOL bytes sent per second
MySOL custer nade is connected
MySOL cluster nade is ready

MySOL cluster node status

MySQL commi operations ger second
MySQL delele operaons per second
MySOL insert operation s per second
MySOL gueries per second

MySOL rollback operations per secand
MySQL select operations per second
MySOL show queries

WSO siaws

MySQL update operations per second
MySOL uptime

MySOL version

and 4 triggers are configured:

hems (17)

Triggers (4)

Graphs (2)

* asimple mysqladmin ping check (version 1.0.0)

e and 3 cluster related checks (version 2.5.0):

— the cluster node is ready

— the cluster node is connected to the cluster

Screens (1)  Discovery rules (0)

Triggers

Trggers (1)
Triggers (1)

Triggers (1)

Triggers (1)

Web scenarios (0)

Key

ysql status] Com_begin]
mysql.status| Bytes_received]
ysql.status| Bytes_sent]
db.wsrep.connected query
db wsrep ready.query

db wsrep status query
mysql.status| Com_commit]
mysql.status| Com_delete]
ysql.status] Com_insert]
mysql.status| Questions]
ysdl.status| Com_rolback|
mysqlstatus{ Com_s alect]
mysql status] Slow_queries|
mysql ping

mysql.status| Com_update]
rysql status] Uptime|

mysql.version

— the cluster node status (Primary, Non-Primary or Disconnected)

8.6. MySQL
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CHAPTER
NINE

TROUBLESHOOTING

9.1 Finding the active Zabbix server node

To find the node(s) where Zabbix server is active, run the following command on Fuel master node:

# fuel nodes | grep controller | awk —-F\| '{print $1,$SNF}' | sort -n -k 2 | \
unig -s 1 | while read cnode lenv; do echo "=========== Environment $lenv" ; \
ssh —q node-$cnode 'for r in p_zabbix-server vip_ public; do \
crm resource status Sr; \
done' ; done
=========== Environment 1
resource p_zabbix-server is running on: node-4.test.domain.local
resource vip_ _public is running on: node-3.test.domain.local

9.2 Finding the public VIP

On the returned node from the command above for a given environment, you might also want to know what is the
Zabbix VIP address, so run the following command on Fuel master node:

# ssh —g node-3 ip netns exec haproxy ifconfig b_public | \
grep 'inet addr:' | sed -e 's/[":]\x://'" —e 's/ \*//'
172.16.0.2

9.3 Finding the management VIP

On the returned node from the command above for a given environment, you might also want to know what is the
Zabbix VIP address, so run the following command on Fuel master node:

# ssh -g node-4 ip netns exec zabbix ifconfig b_zbx_vip_mgmt | \
grep 'inet addr:' | sed -e 's/[":]1*x://' —e 's/ .*//'
192.168.0.3

# ssh —-g node-4 awk '/zbx_vip_mgmt/ {n=1} n==1 && /ipaddr/ {print;exit}"' \
/etc/astute.yaml | sed -e 's/.x: //'
192.168.0.3

18
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9.4 Connect to Zabbix Web GUI

Use the URI using the public VIP:

’http://l72.l6.0.2/zabbix

If you cannot access to the Zabbix UI, check that the HTTP Apache server is running on all controller nodes:

# /etc/init.d/apache2 status
* apache2 is running

9.5 Zabbix server

If the Zabbix Ul reports ‘Zabbix server is not running’, check the following:

1. Check if the zabbix-server process runs and where is located, in the following example the server runs on node-2:

# crm status

[snip]
p_zabbix-server (ocf::fuel:zabbix—-server) : Started node-2.test.domain.
—local

2. Check logs in ‘/var/log/zabbix/zabbix_server.log’ to see eventual error.

3. If the zabbix-server is down, start it by using the pacemaker command:

# crm resource start p_zabbix-server

4. If the zabbix-server is still down, try the following:

# crm resource stop p_zabbix-server
# crm resource cleanup p_zabbix-server
# crm resource start p_zabbix-server

5. If after the previous commands the zabbix-server is still down and you didn’t find any explanation in the logs,
try to increase the log level:

# sed -1 's/DebuglLevel=3/Debuglevel=4/' /etc/zabbix/zabbix_server.conf
# crm resource restart p_zabbix-server

9.6 Zabbix agents

If a Zabbix agent don’t report data (this can be determined on the Zabbix UI page: configuration > hosts).

1. Check if the corresponding agent is running:

’# /etc/init.d/zabbix-agent status

2. Restart the zabbix-agent if not running:

’# /etc/init.d/zabbix—-agent restart

9.4. Connect to Zabbix Web GUI 19
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3. If the zabbix-agent is still down or doesn’t report any data try the following command to validate the agent’s
configuration. This command should display all data that agent is configured to collect, if not the command
should display an explicit error with regard to the configuration:

’# zabbix_agentd -p

9.7 Zabbix log files

On any of the cluster node, you might want to look into the Zabbix agents and server log files under:

’/var/log/zabbix

9.7. Zabbix log files 20



CHAPTER
TEN

APPENDIX

10.1 Zabbix configuration tuning

New in version 2.5.0

10.1.1 Zabbix server

To be able to handle large environments, Zabbix server is configured with the following parameters (provided that
there is enough memory on the node otherwise the default values are used).

Memory cache sizes:

¢ CacheSize = 32M (default 8M)

* HistoryCacheSize = 128M (default 8M)

¢ TrendCacheSize = 512M (default 4M)

* HistoryTextCacheSize = 128M (default 16M)
The process numbers are also increased:

* StartPollers = 30 (default 10)

¢ StartPollersUnreachable = 30 (default 1)

* StartTrappers = 15 (default 5)

Refer to the Zabbix server official documentation for further details and this blog entry can be useful to configure the
optimal number of Zabbix processes.

10.1.2 Zabbix agent

The following parameters are set up:
 StartAgents = 10 (number of processes used to collect data, default 3)
¢ Timeout = 30 (default 3 seconds)

Refer to the Zabbix agent official documentation for futher details.
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10.1.3 Kernel

Since cache related parameters of Zabbix server daemon are increased, Linux kernel has to be configured accordingly.
The plugin also configures the maximum shared memory to 1GB (sysctl kernel.shmmax).

Refer to the How to configure shared memory for further details.

10.2 Links

Zabbix Official site

Zabbix 2.4 documentation
e Zabbix 2.4 documentation - SNMP traps
* Fuel Plugins CLI guide

10.3 Components licenses

10.3.1 deb packages

Name License
zabbix-agent GPL-2.0
zabbix-frontend-php | GPL-2.0
zabbix-get GPL-2.0
zabbix-sender GPL-2.0
zabbix-server-mysql | GPL-2.0

10.3.2 rpm packages

Name License
zabbix-agent GPLv2+
zabbix-get GPLv2+
zabbix-sender GPLv2+
zabbix-server GPLv2+
zabbix-server-mysql | GPLv2+
zabbix-web GPLv2+
zabbix-web-mysql GPLv2+

10.2. Links 22
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