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CHAPTER
ONE

PLUGIN GUIDE

1.1 LDAP plugin for Fuel

This plugin extends Mirantis OpenStack functionality by adding LDAP support. It allows to use an existing LDAP
server as authentication backend for Keystone. Enabling this plugin means that all users except system users will be
authenticated against the configured LDAP server.

Please note that Fuel will not validate the settings, e.g. by attempting to connect to the LDAP server.

1.1.1 Requirements

Requirement Version/Comment
Fuel 9.0
Pre-configured LDAP server

LDAP server should be pre-deployed and be accessible via Public network from Controller nodes.

1.2 Release notes / Changelog

3.0.1
¢ Tasks version 2.0.0 is set by default [LP #1638617]
3.0.0
* Support of ldap proxy
* Compatibility with MOS 9.0
2.0.0
* Support of multi-domains
» Compatibility with MOS 8.0
1.0.0

¢ This is the first release of the plugin

1.3 LDAP plugin limitations

1. LDAP plugin has the following limitations:
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1.4

* Installation of LDAP plugin before deployment only;
* Fuel will not validate the settings, e.g., by attempting to connect to the LDAP server;

* In multidomain configuration the attributes of the first domain are filled in the web form, whereas the
attributes of other domains are filled in one field;

* The settings of domains determined in “List of additional Domains” field will not be validated;

» The settings of proxy determined in “List of custom LDAP proxy configs” field will not be validated,;

Installation Guide

1.4.1 Installing LDAP plugin

To install LDAP plugin, follow these steps:

1.
2.

1.5

2.

Download the plugin from the Fuel Plugins Catalog.

Copy the plugin on an already installed Fuel Master node (SSH can be used for that). If you do not have the
Fuel Master node yet, see Quick Start Guide:

# scp ldap-3.0-3.0.1-1.noarch.rpm root@<Fuel_Master_IP>:/tmp

. Log into the Fuel Master node. Install the plugin:

# cd /tmp
# fuel plugins —--install ldap-3.0-3.0.1-1.noarch.rpm

Check if the plugin was installed successfully

# fuel plugins

id | name | version | package_version | releases

———t—————— fom o e
1 | ldap | 3.0.1 | 3.0.0 | ubuntu (mitaka-9.0)

Configuring LDAP plugin

. Create a new OpenStack environment to use an existing LDAP server as authentication backend for Keystone.

For more information about environment creation, see Mirantis OpenStack User Guide.

Open Settings tab of the Fuel Web UI, scroll the page down and select the LDAP plugin for Keystone checkbox:
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https://www.mirantis.com/products/openstack-drivers-and-plugins/fuel-plugins/
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Dashboard Nodes Metworks Settings Logs Health Check

OpenStack Settings

General LDAP plugin for Keystone
Security

versions = 3.0.0
Compute

Domain name Nz
Storage
Logging LDAP URL
OpenStack
services LDAP proxy

Enable LDAP

Other

Use TLS

A Chain CA trust chain in

LDAP Suffix cn=example,cn=com
LDAP User cn=admin,dc=local User BindDN to query the LDAP server.

LDAP User Password &

LDAP Query Scope

® one

cope for LDAP queries

cope for LOAP queries

Users Tree DN ou=Users,dc=example,dc=com

User Filter ter for users

User Object Class inetOrgPersan LDAR

User ID Attribute fa )}

User Name Attribute sn

User Password Attribute userPassword

::[er:'bi::hledmisabled enaled abled
Groups Tree DN ou=Groups,dc=example,dc=com
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Dashboard

Nodes

oY =
Vra® E @'
Metworks Settings Logs Health Check

OpenStack Settings
v LDAP plugin for Keystone

General
Security
Versions (e 3.00
Compute
Domain name _30:; r nf—e c_c-_n'._a_ ns_L '|.lex|:iected wvalue. Must anly contain letters,
Storage wmbers and characters ./ _J-
Logging LDAP URL [ ] LDAP LURL iz not valid. Should be e g. ldap:/fexample.com’.
OpenStack
Services LDAP proxy

|

Use TLS

CA Chain CA trust chain in PEM fo

LDAP Suffix cn=example.cn=com

LDAP User cn=admin,dc=local User BindDM to query the LDAP server.

LDAP User Password | ) ] Passwiord must not contain spaces.
LDAP Query Scope

-

cope for LDAP queries

Users Tree DN ou=Users,dc=example,dc=com

User Filter ter for users

User Object Class inetOrgPerson LDAP objec

User ID Attribute n ttribute mapp

User Name Attribute sn tribute mapp mie.
User Password Attribute userPassword tribute mapp

Use.r Enabled/Disabled enabled ttribute mapp Tabled,
Attribute
Groups Tree DN ou=Groups,dc=example,dc=com

3. Enter plugin settings into the text fields:

1.5. Configuring LDAP plugin 4
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& LDAP plugin for Keystone

Versions & zoo
Domsin name

LOWP URL

¥ LowP proxy

Enable LOAF prooy.

[ useTLS

[ |

| Kap N 7265627 |

Enable TLS for commanicating with che LOAF warver.

CA Chain

LOWAP Suff

LWAP User

LOW&P User Fasssord

LOAP Query Scope

S one

-—EEGIY CERTIFICATE—— -
MIIDNICCAZ gAWIBAGIMVIRFCE |
-~

’ |

| de=cpenidapl, de=tid |

| tneadmin,do=cpenidapl, do=tid |

onsleveliingaleve wops for LOAP gusras

() sub

whirssdwholsSubires wops for LOAP cuarias

Lisers Tres DM

User Aler

User Ohject Class

User ID Aftrioute

User Mame Atbribate

User Password Atbribarte

User Enabled/Disabled
Abribute

Groups Tree DN

Group Fiker

Group Object Class

Group |0 Attribarbe

| de=cpenidapl, de=tid |

| userPassecrd |

["cvies |

| de=cpenidapl, de=tid |

| proupCiNames |

Lo |

Hame of the Kryniore domain

URL for connecting bo cha LOAE sarsar,

CA trunt chain in PER Tormai.

LOAP sprenr nuffic

Uner Bird DM oo ouery che LOAE warsar.

Faasvord for the SindDN 1o quary the LIWAP sereer

Search haaw Tor tners.

LOAP sparch filoer for Laery

LOWP objeciclans for tnam.

LOWP smribuis mapped o user id

LOWP smribuis mapped io User nams.

LOWP semribuis mapped io paassord

LOWAP srmritane mapped io eratisdidnaskdied

Ssarch baas Tor groups

LOWP smarch filcer for groupsa.

LOWP objsciclass for groups

LOWP sxrituis mapped io groue id

LOWP srmribuis mapped io group naemie

1.5 Configdrifig LDAP plugin |

Group Member Akribure

|I'I'E'|'I'IIIE|'

| LOWP srmribuie that mapn unar 1o group
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Specify domain name, LDAP URL, LDAP suffix:
v/ LDAP plugin for Keystone

Versions (e 300

Domain name Idap1 Mame of the Keystone domain

LDAP URL Idap://172.16.56.27 URL for connecting to the LDAP server.
LDAP Suffix dec=openldap1,dc=tld LDAP server suffix.
LDAP User cn=admin,dc=openldap1,dc=tid User BindDN to query the LDAP server.

Enable TLS use and put certificate if it is needed:

[V useTLs
Enable TLS for communicating with the LDAP server.

CA Chain | — BEGIN CERTIFICATE-——
MIIDNzCCAZ+gAwWIBAZIMV2wFCgCodNwbbGRWMAOGCSGGSIb3DQEBCWUAMBOX
EjAQ
BgNVBAMTCWIOWZWSsZGPWMTAeFWOXNJAZM]MxNTQ5MzBaFw00MzEXMDgxNTQ
S5MzBa
MCsxFTATBgNVBAMTDDE3Mi4xNi41NidyNzESMBAGATUEChM]b3BIbmxkYXAxMI
Gf
MAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDEIKRIXY/fGinlvrO011QQFDENKEYh
zxzHdFxnb/fUuU/UCns82)w]J0Ra7Xo]Y20/X2eQoEPSUDSqYXiIrTQRDmMg2MDswX
MsCB50JV2uWMFGoNIIsWhX6lus+dM/]AJtXuPli+09em+6zociCssSBiIGBfwwZe
+LaaCs079t+ZwIDAQABO3YwdDAMBgNVHRMBATBEAJAAMBMGA1Ud)QQMMAOG
CCsG
AQUFBWMBMABGATUdDWEB/WQFAWMHoAAWHQYDVROOBBYEFF7LYISBIMQXQIW
Zg1Wc7
Y/+HWsNCMBEGATUdIwWQYMBaAFGpx2fdWETSYycKPIE/SGF3L3EN3MADGCSqGSIb3
DQEBCWUAA4IBgQB02IgcUOAUL2agGYrXZPAUwhy6x]h)dGrFgBQ2025mkuUR1LgS
t+0RfD90D7]HE2VoeZD6lomTnéKalbgM1/dkgwZQOIdKrapQ4QbPzvuN|DEbnHY)|
ouSI7PKEcwAOAPZOCM|rHLZUZHIbQwW1 XnmHjkZ4lc3IEIXPWWUBKIUCKS/|PWAQW
vn9QriFol5p+wsTBWAMIDrRIplvPX/fy6I3Mfz6P53w3Y3+DWZ|24wualQweR6|
I7/UGNgub6/0OFd8IRmMzAs19CHNFQTPY4xCZ0sBjCxO)5efGhT/Aldg1AOTHIUYCT
Z8n08/dk700n+VEXVIgLGj/+mfS5]9Nn00Z4Qo0OHVZYcTRUX0yBG/UIIHCchWYhECS
pz+FZ7QyurmHVNE7z5t/5V1 bITISTWOXIWFXFHQ+2fDTOoKewfbBiYhhpgfNMRK]
8zcBLeEVIgDqUYroLLDP7UISbBjb6jonoLorF|NwjqUte9WPZn+h4yrXNggVNL7a
mMUWg4Agp+ylyt/0=

CA trust chain in PEM format.

Enable LDAP proxy and put custom config if it is needed:

1.5. Configuring LDAP plugin 6
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v LDAP plugin for Keystone

Versions (e 300

Domain name Idap1 Mame of the Keystone domain
LDAP URL Idap://172.16.56.27 URL for connecting to the LDAP server.
(W LDAP proxy
Enable LDAP proxy.
| Use TLS

Enable TLS for communicating with the LDAP server.

List of custom LDAP proxy config_for=base_config
configs include
include
include
include

mode=se|ﬂ
idassert-authzFrom "*"

List of custom LDAP proxy configs.

Specify LDAP user, password and other settings:

1.5. Configuring LDAP plugin 7
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LDAP Suffix dc=openldap1,dc=tld LDAP server suffix.
LDAP User cn=admin,dc=openldap1,dc=tid User BindDN to query the LDAP server.
LDAP User Password qwerty123! /3 Password for the BindDN to query the LDAP server.

LDAP Query Scope
() one
onelevel/singleLevel scope for LDAP queries
(®) sub
subtree/wholeSubtree scope for LDAP queries

Users Tree DN dc=openldap1,dc=tld Search base for users.

User Filter LDAP search filter for users.

User Object Class inetOrgPerson LDAP objectclass for users.

User |D Attribute cn LDAP attribute mapped te user id.
User Name Attribute sn LDAP attribute mapped to user name.
User Password Attribute userPassword LDAP attribute mapped to password.

User Enabled/Disabled
Attribute

enabled LDAP attribute mapped to enabled/disabled.

To use LDAP groups provide settings for it:

Groups Tree DN de=openldap1,dc=tld Search base for groups.

Group Filter LDAP search filter for groups.

Group Object Class groupOfNames LDAP objectclass for groups.

Group 1D Attribute cn LDAP attribute mapped to group id.
Group Name Attribute cn LDAP attribute mapped to group name.
Group Member Attribute member LDAP attribute that maps user to group.
Group description Attribute description LDAP attribute mapped to description.

1.5. Configuring LDAP plugin 8
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Fields description:

Field Comment

Domain name Name of the Keystone domain.

LDAP URL URL for connecting to the LDAP server.

LDAP proxy Enable LDAP proxy.

Use TLS Enable TLS for communicating with the LDAP server.
CA Chain CA trust chain in PEM format.

LDAP Suffix LDAP server suffix.

LDAP User User BindDN to query the LDAP server.

LDAP User Password | Password for the BindDN to query the LDAP server.

LDAP Query Scope

The LDAP scope for queries, this can be either “one”
(onelevel/singleLevel) or “sub” (subtree/wholeSubtree).

Users Tree DN Search base for users.

User Filter LDAP search filter for users.

User Object Class LDAP objectclass for users.

User ID Attribute LDAP attribute mapped to user id.

User Name Attribute

LDAP attribute mapped to user name.

User Password

LDAP attribute mapped to password.

Attribute

User Enabled/Disabled | LDAP attribute mapped to enabled/disabled.
Attribute

Groups Tree DN Search base for groups.

Group Filter LDAP search filter for groups.

Group Object Class LDAP objectclass for groups.

Group ID Attribute LDAP attribute mapped to group id.

Group Name Attribute | LDAP attribute mapped to group name.
Group Member LDAP attribute that maps user to group.
Attribute

Group description
Attribute

LDAP attribute mapped to description.

Page Size Attribute

Maximum results per page.

Chase referrals

Referral chasing behavior for queries.

Attribute

List of additional Blocks of additional domains/parameters that should be created.
Domains

List of custom LDAP List of custom LDAP proxy configs.

proxy configs

4. To deploy an environment with support of multiple domains ‘List of additional Domains’ text area should be
used. All needed parameters that describes a domain should be copied there, all parameters form a block of
parameters.

1.5. Configuring LDAP plugin 9
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List of additicnal Domains domain=ldap2
url=ldap:/1172.18.196.224
suffix=dc=mirantis,dc=tld
user=cn=admin,dc=mirantis,dc=tld
password=1111
query_scope=sub
user_tree_dn=dc=mirantis,dc=tld
user_objectclass=inetOrgPerson
user_id_attribute=cn
user_name_attribute=sn
user_pass_attribute=userPassword
user_enabled_attribute=enabled
user_allow_create=False
user_allow_update=False
user_allow_delete=False
user_filter=
group_tree_dn=dc=mirantis,dc=tld
group_objectclass=groupOfMames
group_id_attribute=cn
group_name_attribute=cn
group_desc_attribute=description
group_member_attribute=member
group_allow_create=False
group_allow_update=False
group_allow_delete=False
group_filter=
use_tls=True
Idap_proxy=true
ca_chain=—-—-BEGIM CERTIFICATE--—
MIIDRzCCAf+gAwIBAZIEVUklzDAN BgkgnkiGIwiBAQsFADATMREWDWYDVOQQDEWh
t
ax)hbnRpczAePwlxNjAzMTYwOThyhjBa P iyNjaz MTOwO Ty jBaM EMxETAPBEN
L)
BAMTCG pcmPudGizMIIBUjANBgkghkiGSwIBAQEFAAD CATBAMIIBOgKCATEADH)
m7qlgoTpEXtUNYin1sQOK1 2bUTCKGo2(dgBKCVFodnX BrAWTYNpMyyZ feakmka
]
1Ta/5)I5jEKD h v wmwVEZLYz6hX ZraaNEZvaSe/NDa7 1s6C3io2oVyKPXSePgl
AgmvSDOYQLyGVEcoVHVG 0s/Q3QEE+KuMyk GQO0I12LBo2z6cBrjDEkds+W34YeP
270 2iPwT1 GBcuogdCys FHIDCY 040 UDMim-+L PSEXOP+4f0T1 Kb NGP 7Y niyxm3d
/RPDINBPDcgloa3F4mFKW3IkkWMtbfcgeMBHKPCMHBLerX Y QIvqUmIKCOPHZ 77K
Bn0THoBhTalDhMfpjgFfruywtnOyXMwiAaxtvCjzBAIFSALZIFAQFr/+j81PME
ReIKmQpIn/UDWG15AQIDAQABOMWOTAPBENYHRMBAFBEETADAQH/MABGATL
dDwEB
S FAWMHBAAWHGYDVROOBBYEFHSQ4yw2 +ul 70/e 1 +IZ5c0Z4WPa MADGCSgGS
Ib3
DOEBCWUAAAIBMOCRPexLEa SnOVI2VbGErSiRIkSWMD Syl FygbKZvKHBOQM2d48tn
f
11tgglPwPaHbN zCLXdVwOgFaz +fluGINZSsqz+AB+avIkXoxWWwTplb7vo34u
bfKP42ECZAAMBIgsS/RW2F26570QlgdyBkoeFsMxFL/DHHmM/pEKTAZrUiSANCED
rpQ5ngdkeUYC cRAetScoobpkzewnxixyd/HemdHoDCpBGACzD++QbTiruzBs5gl
Q7A4gChIMNx/FApghrCeDS6tRIVE1 gONwydGsPzo/60QuDHAKzUBsz19yRmIMiXCEU
KivmZtsndZ5Ce/1KVIOCjZeMpDE+OCegAsiDT MGeiBUSNKTIg2PpZEMHBPISEK
smMYTyC1 AGUSMThafpSniifnRMurZSeUSGE
——EMD CERTIFICATE——-

Blocks of additional domains/parameters that should be created

To add multiple domains such block of parameters should be added to ‘List of additional Domains’ text area
and these blocks should be separated by empty line.

5. To set up an environment with activated LDAP proxy ‘LDAP proxy’ checkbox should be selected. When only
‘LDAP proxy’ checkbox is selected: it activates LDAP proxy for base domain and activates LDAP proxy for

1.5. Configuring LDAP plugin 10
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additional domains if they have ‘ldap_proxy=true’ parameter in their configurations.

v!| LDAP plugin for Keystone
Versions (@ 300
Domain name Idap1 Mame of the Keystone domain

LDAP URL ldap:/1172.16.56.27 URL for connecting to the LDAP server.

LDAP proxy

Enable LDAP proxy.
| UseTLS
Enable TLS for communicating with the LDAP server.
List of additional Domains domain=Idap2

url=ldapz/172.18.196.224
suffix=dc=mirantis,dc=tld
user=cn=admin,dc=mirantis,dc=tld
password=1111

guery_scope=sub
user_tree_dn=dc=mirantis,dc=tld
user_objectclass=inetOrgPerson
user_id_attribute=cn
user_name_attribute=sn
user_pass_attribute=userPassword
user_enabled_attribute=enabled
user_allow_create=False
user_allow_update=False
user_allow_delete=False
user_filter=
group_tree_dn=dc=mirantis,dc=tid
group_objectclass=groupOfNames
group_id_attribute=cn
group_name_attribute=cn
group_desc_attribute=description
group_member_attribute=member
group_allow_create=False
group_allow_update=False
group_allow_delete=False
group_filter=

use tis=True

I |dap_proxy=true I
Ca_chain=—— CERTIFICATE-——

In this case LDAP proxy configurations for LDAP domains are taken from templates located in the plugin.
Configurations from the templates have minimal functionality and they are intended for testing needs.

To specify custom settings for LDAP proxy ‘List of custom LDAP proxy configs’ text area should be used.
There can be specified base settings for a proxy service: ‘includes’, loglevel and etc. can be added to a proxy
configuration file. For this ‘config_for’ parameter with ‘base_config’ value should be specified and after that
needed settings should be added.

1.5. Configuring LDAP plugin 11
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List of custom LDAP proxy config_for=base_config| =| List of custom LDAP proxy configs
configs include /etc/ldap/schema/core.schema
include

include
include

To specify custom settings for LDAP domain ‘config_for’ parameter with <domain_name> value should be
added and after that custom settings can be specified.

List of custom LDAP proxy -
configs

mode=se|ﬂ
idassert-authzFrom "*" -

List of custom LDAP proxy configs

Blocks of custom settings should be separated by empty line.
#.Continue with environment configuration and deploy it; for instructions, see Fuel User Guide.

1. After successful environment deployment log into dashboard in default domain:

1.5. Configuring LDAP plugin 12
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MIRANTIS DASHBOARD

< UOpenStack

Domain

=
m

¥
£l
-
-

User Mame

admin

Password

Connect

2. Go to Identity -> Domains, select needed domain and ‘Set Domain Context’ for the domain:

~% OpenStack

= £ Default - admin ~
MIRANTIS  [DASHEGARD

& admin ~
e Domains
Admin Q| +Create Domain More Actions ~
Identity O NAME DESCRIPTION DOMAIN ID ENABLED ACTIONS
Domains O Idap2 5c88adf887b0417ea2807cec6c25e64 Yes Set Domain Context | ~
e O heat

C1ffb89d706f47e6bf672bad9b9a20f2 Yes Set Domain Context

O Default The default domain default

Yes Set Domain Context

_— O Idapt f985a1207d0491b940a385843b7cbcc Set Domain Context | +
Displaying 4 tems

~% OpenStack
MIRANTIS  [DASHEGARD

3 Default - admin ~

& admin v
project ldap1:Domains
Admin Q | +Create Domain Clear Domain Context More Actions v
Identity O NAME DESCRIPTION DOMAIN ID ENABLED ACTIONS
Domains O Idapt 985a12d7d0e491b940a385843b7chcc Yes

Manage Members | ~
Displaying 1 item

1.5. Configuring LDAP plugin 13
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3. Go to Identity -> Projects and select ‘Create Project’ to create a new project for the domain and add user
members to the project:

Create Project

Project Members Project Groups. Quota®
1985a1207d0e491b940a385843b7chcc

1dap1

Idap1_projec]

Create Project

Project Information *

All Users

1.6 User Guide

1. After successful deployment, all users from the LDAP directory matching the configured filter criteria can

authenticate against Keystone. To validate the configuration, log into the Horizon dashboard using LDAP cre-
dentials:

1.6. User Guide 14
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~Ss, UOpensStack

MIRANTIS DASHBOARD

Domain

ldap1

User Name

|

—
[E}
m

Password

LECE @

1.7 LDAP plugin validation

1. To validate that LDAP plugin is successfully applied after deployment:
* Log into Horizon using domain/user credentials from LDAP server;
¢ Create an instance;
Expecting results:
* All LDAP users can authenticate via Keystone;

* An instance is successfully created;

1.7. LDAP plugin validation 15
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1.8 Troubleshooting

1.8.1 Checking presence of LDAP domain/users

To get a list of domains in keystone run the following command on Controller node:

OS_TIDENTITY_ _API_VERSION=3 openstack domain list

To get a list of users in a domain run the following command on Controller node:

OS_TIDENTITY_ _API_VERSION=3 openstack user list —--quiet --long --domain <domain_name>

1.8.2 Checking LDAP server availability

To check LDAP server availability run the following command on Controller node:

ldapsearch -H ldap://<url/ip_address> —-x -b dc=<ldap>,dc=<suffix>

1.8.3 LDAP plugin log files

As LDAP plugin only updates keystone configuration files to check keystone service, these files keep logs:
/var/log/apache2/keystone_wsgi_admin_access.log

/var/log/apache2/keystone_wsgi_admin_error.log

/var/log/apache2/keystone_wsgi_main_access.log

/var/log/apache2/keystone_wsgi_main_error.log

1.9 Appendix

1.9.1 Links

* Mirantis OpenStack Documentation Center

¢ Fuel Plugins Catalog

1.8. Troubleshooting
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